AVR DESIGN CONTEST 2004 — ENTRY NUMBER: A3711

The Image Capture Board (ICB) is designed to capture images at a resolution greater than 3600dpi with 8-
bit grayscale depth. This board was created as the central component of a system capable of detecting
counterfeit currency. Scanning at such a high resolution would allow for easy detection of micro printed
characters as well as the ability to measure line widths and other dimensions.

Counterfeiting is a problem in many countries, and the challenge that most governments face is how to
include security features that will be both obviousto an observer, as well as difficult to replicate due to
technological barriers. Many retail businesses still rely on visual inspection of billsin order to validate
their authenticity. This may involve holding the bill up against the light to see a watermark, identifying
color shifting ink or noticing a blurry or poorly replicated image. The main problem with this method is
that the detection is|eft up to the observer, which is likely to yield some error.

In order to correct this problem the ICB would be used to capture an image of part of the hill, perform
image filtering, and transfer the datato a PC. The PC would then be able to identify any micro print on the
bill, along with validating line widths and distancesto 7um. Since the ICB is able to scan at a maximum
resolution of 3600+ dpi, the current micro print can be even smaller in order to make reproduction next to
impossible. In thisapplication, the ICB would be placed in an enclosure similar to those used to swipe
charge cards so that each bill could be easily verified.

Although the original design was intended for counterfeit detection, the ICB is flexible enough to
incorporate into other systems. For example, if a RGB backlight was used in place of the lamp, the scanner
would be capable of capturing slides and/or negatives with 24 bit color depth.

The ICB is based on an ATMegaB8515 that shares external SRAM with an Altera CPLD. Using either
RS232 or USB, it can transfer the image data to another external device (such asaPC) for further
processing. The CCD line array isa Toshiba 1502C, and is made up of 5000 elements 7um x 7um with a
center-to-center distance of 7um. In order to test the ability of the ICB, a scanner bed complete with
motion controller was constructed, along with a PC application to view the raw image data.
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Code Sni ppet from PAR Pr ot ocol

/********************************************/

/* Main State Machi ne */

/********************************************/

voi d SM ProcessMessages(voi d)

{
unsi gned char Recei vedByte;
/* Check for Data in Receive Buffer */
i f (Datal nReceiveBuffer() &% MsgRxBufferStatus != VALID)
{
Recei vedByte = ReceiveByte(); /* Store Byte */
swi tch (MsgRxBufferPosition) { /* Process Byte */
/* ldentify incom ng nessage */
case O:
i f (ReceivedByte == OxA5) /* Check for
Header */

{

MsgRxBuf f er Dat a| MsgRxBuf f er Posi ti on++] = Recei vedByt e;
MsgRxBuf f er St at us = | NPROGRESS;

}
el se if (ReceivedByte == 0x06) /*
Acknow edgenent */

{
MsgRxBuf f er Posi ti on = 0;
MsgRxBuf f er St at us = ACK;
MsgTxBuf f er St at us = EMPTY;
MsgTxBuf fer Attenpts = 0O;
}
el se if (ReceivedByte == 0x15) /* Non-
Acknowl edgenent */
{
MsgRxBuf f er Posi ti on = 0;
MsgRxBuf f er St at us = NACK;
}
el se /*
Undet er mi ned */
{
MsgRxBuf f er Posi ti on = 0;
MsgRxBuf f er St at us = EMPTY;
}
br eak;

/* If it is not an ACK/ NACK, then check which
nmessage it is */
case 1:
if ((ReceivedByte & OxF0) == OxF0) /*

{

Message | D (OxXFX) */

/* Position 1 in the buffer
records the nessage ID */



MsgRxBuf f er Dat a[| MsgRxBuf f er Posi ti on++] = Recei vedByt €;

}
el se
{
MsgRxBuf f er Posi ti on = 0;
MsgRxBuf f er St at us = EMPTY;
}
br eak;

/* Store the number of data bytes in the nessage
*
/
case 2:
/* Message too | arge, purge nessage */
i f (ReceivedByte >= M5G BUFFER SI ZE)

{ MsgRxBuf f er Posi ti on = 0;
MsgRxBuf f er St at us = EMPTY;

}

el se

{

/* Position 2 in the buffer
records the # of bytes */

MsgRxBuf f er Dat a| MsgRxBuf f er Posi ti on++] = Recei vedByt €;
}

br eak;
/* Get the renaining Bytes */

defaul t:

MsgRxBuf f er Dat a[ MsgRxBuf f er Posi ti on++] =
Recei vedByt e;

/* LRCis the |ast byte */

if (MsgRxBufferPosition ==
(MsgRxBuf ferData[ 2] + (unsigned char)4) )

{

i f
(!'(Cal cul at eLRC( (MsgRxBuf fer Dat a[ 2] +
(unsi gned char) 4),
MsgRxBuf f er Dat a) ) )

{
Transm tByte (0x06); /* Send
ACK */
MsgRxBuf f er Stat us = VALI D;
}
el se
{
Transm tByte (0x15); /* Send
NACK */
MsgRxBuf f er St at us = EMPTY;
}

MsgRxBuf f er Posi tion = 0;



br eak;

/********************************************/

/* External Function Interface */

/********************************************/

unsi gned char SM CheckFor Val i dMessage(voi d)

{
Ret ransm ssi onHandl er () ;
SM ProcessMessages() ;
/* Check if there is a valid nessage */
if (MsgRxBufferStatus == VALID) return TRUE;
el se return FALSE;
}

/********************************************/

/* Retransm ssi on Handl er */
/********************************************/

voi d Retransm ssionHandl er (void)
if ((MsgTxBufferStatus & WAl TFORACK) == WAl TFORACK)

/[* If timer expires, retry up to MSG TX RETRIES tines */
if (! (CGetTi mer( TMR_MESSAGE_RETRY)))
{

if (++MsgTxBufferAttenpts <= MSG TX RETRI ES)
Transm t Message() ;

el se

{
MsgTxBuf f er St at us = EMPTY;
MsgTxBuf fer Attenpts = 0;

}

}

}

/********************************************/

/* Send the scanned |ine data, unbuffered */

/********************************************/
voi d SendScannedLi ne (unsigned char group, unsigned char oddeven)
{
/* Special case nessage, where data is unbuffered */
/* WII allow nmessage to be quite |ong */
unsi gned char LRC = O;
unsi gned char *CCDBuffer;
unsi gned | ong count;
unsi gned long start, end;

/* Calculate the start and end position of the group */
/* Total of 2500 even and odd pi xels */
start = ((unsigned |ong)group) * 250;



| ocati

*/

*/

*/

end = start + 250;

/* Set start |ocation of buffer */
CCDBuf fer = (unsigned char *)CCD BUFFER START,;
CCDBuf fer += start;

/* |If the request is for odd pixels, shift the SRAM start
on */
i f (oddeven) CCDBuffer += 0x1000;

LRC "= 0OxAb; /* Header
LRC "= MSG_SCANNER SEND SCAN LI NE; /* Message I D
LRC "= OxFA; /* Data

Transm t Byt e (0xA5); /* Prepare header for message */
Transm t Byt e ( MSG_SCANNER_SEND SCAN LI NE) ;
Transm t Byte (OxFA);

SRAMCont r ol ( ENABLE) ; /* Enabl e External SRAM */
for (count=0; count<(end-start);count ++)
{
LRC ~= *CCDBuf f er; /* Send Message */
Transm tByte (*CCDBuffer);
CCDBUf f er ++;
}

SRAMCont r ol ( DI SABLE) ; /* Disabl e External SRAM */

Transni tByte (LRO);
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